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1. Your Referent Today

Principal Consultant- Team Leader ISM Germany

PECB certified ISO 27001 Master
PECB certified Trainer

KRITIS Auditor

DEKRA Data Protection Specialist
PRINCE Il Practitioner

ISMS, BCM, Riskmanagement, Data Protection, BSI IT-Grundschutz
#TISAXEMARISK#KRITIS#NIST# DW#CIS#PECB#ISACA

Federal Authorities, Finance, Assurance, Automotive, Critical Infrastructures
Production
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2. Our sites

SEC Consult

Montreal | CA

-

Silicon Valley | US | HQ AMER

@ SEC Consult branch offices

SEC Consult customer
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Berlin | DE
Minchen | DE
Bochum | DE Vilnius | LT

Moskau | RU
Luxembourg | LX N\ e /

C Zirich | CH — =
Wien | AT | HQ EMEA ___— Bangkok | TH
Linz | AT ~_— Kuala Lumpur | MY
Wiener Neustadt | AT g Singapur | SG | HQ APAC

11 countries | 3 continents
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3. What makes us special

~200 employees 700+ projects / year
140+ white-hat hacker 15 years of consulting
. PREPARE
80+ certificates 10+ years ISO 27001
certified

Vulnerability Lab

CREST certified
numerous

publications
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4. The Most Important Business Risk In Europe 2020
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Source: Allianz Insurance
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5. Most Important Business Risk by Company Size (excerpt) 2020

TOP 5 RISKS IN AVIATION,
AEROSPACE, DEFENSE

Source: Allianz Global Corporate & Specialty.
Figures represent how often a risk was selected
as a percentage of all responses for that industry
sector.

Respondents: 95

Figures don't add up to 100% as up to three
risks could be selected.

TOP 5 RISKS IN
FINANCIAL SERVICES

Source: Allianz Global Corporate & Spedialty.
Figures represent how often a risk was selected
as a percentage of all responses for that industry
sector.

Respondents: 978

Figures don't add up to 100% as up to three
risks could be selected.

Rank Percent 2019 rank Trend
Cyberincidents (e.g. cyber crime, IT failure/outage,
o data breaches, fines and penalties) 0 15 =52, @
e Business interruption (incl. supply chain disruption) 36% 2(37%) @
Changesin legislation and regulation (e.g. trade wars
° and tariffs, economic sanctions, protectionism, Brexit, 27% 3(36%) @
Euro-zone disintegration)
Market developments (e.g. volatility, intensified
o competition/new entrants, M&A, market stagnation, 25% 4(33%) @
rnarket fluctuation)
e Loss of reputation or brand value 17% NEW ®
Rank Percent 2019 rank Trend
Cyber incidents (e.g. cyber crime, IT failure/outage,
data breaches, fines and penalties) R Leiss @
Changes in legislation and regulation (e.g. trade wars
o and tariffs, economic sanctions, protectionism, Brexit, 33% 2(31%) @
Euro-zone disintegration)
Market developments (e.g. volatility, intensified
o competition/new entrants, M&A, market stagnation, 25% 3(28%)
market fluctuation)
° Business interruption (incl. supply chain disruption) 24% 5(24%)
e Climate change/increasing volatility of weather 20% NEW ®

TOP 2:

Cyber Incidents
Business Interruption

T

TOP 5 RISKS IN
MANUFACTURING
(INCL. AUTOMOTIVE)

Source: Allianz Global Corporate & Specialty.

Figures represent how often a risk was selected
as a percentage of all responses for that industry
sector.

Respondents: 167

Figures don't add up to 100% as up to three
risks could be selected.

TOP 5 RISKS IN
TRANSPORTATION

Source: Allianz Global Corporate & Specialty.
Figures represent how often a risk was selected
as a percentage of all responses for that industry
sector.

Respondents: 47

Figures don't add up to 100% as up to three
risks could be selected.

Rank Percent 2019 rank Trend

o Business interruption (incl. supply chain disruption) 60% 1(63%) @
Cyber incidents (e.g. cyber crime, IT failure/outage, data N

° breaches, fines and penalties) 34% 3@29%) @

€ Fire, explosion 29% 4(26%) @
Changes in legislation and regulation (e.g. trade wars

° and tariffs, economic sanctions, protectionism, Brexit, 28% NEW @
Euro-zone disintegration)

e Product recall, quality management, serial defects 24% 5 (24%) @
Rank Percent 2019 rank Trend
o Business interruption (incl. supply chain disruption) 32% 2(28%) @

Cyber incidents (e.g. cyber crime, IT failure foutage, data -
e breaches, fines and penalties) 30% NEW O
e Natural catastrophes (e.g. storm, flood, earthquake) 28% NEW @
Changes in legislation and regulation (e.g. trade wars .
° and tariffs, economic sanctions, protectionism, Brexit, 26% 3(26%) (:)
Euro-zone disintegration)
Market developments (e.g. volatility, intensified
° competition/new entrants, M&A, market stagnation, 26% 4(22%) @

market fluctuation)

Source: Allianz Insurance
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6. Real Life

Source: Kaspersky Lab.
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https://cybermap.kaspersky.com/

7. Why are attacker successful
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They are professionally organized

SEC Consult
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8. Cyber Attacks in Germany 2020

HACKERANGRIFF AKTUELL NACHRICHTENTICKER
7% . Urmtratrraas st enttsnors
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Software AG

UKD

KME

Netzsch

X-Fab

Honda
GEDIA

Source: Unternehmen Cybersicherheit
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Malware - Data Breach

Encryption - Business Interruption
Malware — Business Interruption
Encryption — Business Interruption
Unknown — Business Interruption

Encryption — Business Interruption
Ransomware - Business Interruption

Yoy SEC Consult




9. How can | defend

Cyber-Sicherheit

Gefahrdungslage Gefahrdungslage

Ths NATO Cooperativ Defence Centre of
nd interdisciplinary.
er defence hub
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10. What helps me to be successful

Standards for IT and OT Best Practise Guides
ISO 27001 & Associated (Organisation&IT) MITRE ATT&CK IT & OT
BS' |T'GrundSChUtZ (Organisation&lT&OT) EEEEzxif)tﬁ;gﬁaﬁree.girt?/e.orq/attackics/index.php/Main Page

CRSC NIST SP 800 Series (Organisation&IT&OT) GITHUB
CIS Cybersecurity Control Framework (Only IT) s o
IEC 62443 & Associate (Only OT) SOC Prime

https://tdm.socprime.com/login/
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https://attack.mitre.org/
https://collaborate.mitre.org/attackics/index.php/Main_Page
https://github.com/
https://tdm.socprime.com/login/

11. Never Forget The Dependencies

Best Goods Inc. Product

OT I'T

=
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We are looking forward to a good co-operation!

LUXEMBOURG - Luxembourg

Frank Trenz Head of Business Development
SEC Consult (Luxembourg) SARL

246 Rue de Beggen, Luxembourg

Email office-luxemburg@sec-consult.com

DEUTSCHLAND - Bochum

Detlef Hosterey ISMS Team Leader
SEC Consult Deutschland Unternehmensberatung GmbH
Sudring 25, 44787 Bochum, Deutschland

Email office-berlin@sec-consult.com

With pleasure we are at your disposal for further questions!

www.sec-consult.com

CYBER INCIDENT? CALL +49 30 398 202 777

SEC Consult
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http://www.sec-consult.com/

