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LES DEFIS JURIDIQUES DE LA CYBERSECURITE
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OUTLINE

 GDPR and security of
personal data

o Cybercrimes






SECURITY OF PROCESSING
Article 32 GDPR
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cc: Cris DiNoto - https://unsplash.com/@crisdinoto?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-credit



DATA BREACH
Articles 33 and 34 GDPR
P



DPIA

Article 35 GDPR







 Budapest Convention on
Cybercrime (2001)

e National Criminal Code
(Luxembourg)
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CYBERCRIMES

1) Offences related to confidentiality,
integrity and availability of computer
systems;

2) Content-offences: general criminal
offences committed by use of a
computer or an electronic device



* Fraudulent access or maintenance
In an automated data processing
system (509-1)

» Obstruction of the operation of an
automated data processing System
(509-2)

* Entry, alteration or modification of
data (509-3)
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* Interception of data during non-
public transmissions (509-3)

o Access, maintenance, obstruction,
alteration of an automated'data
processing system with transfer of
money or monetary value (509-4)

cc: Christopher Burns - https://unsplash.com/@christopher__burns?utm_source=haikudeck&utm_medium=referral&utm_campaign=api-credit



* Production, sale, acquisition, possession,
import, distribution or made available of a
computer device intended to commit one
of the offenses referred to in Articles 509-
1 to 509-4; or any electronic key allowing
access, regardless of the rights of others,
to all or part of an automated data
processing or transmission system (509-5)
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« Breach of confidentiality of
correspondence or of private life

art. 460)
e Counterfeit and theft of electronic

keysc}artt 488 and 461q)
o Fraud (art.496)
. Dlsclosure of busmess or trade

secrets (309)
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cc: Marcos Luiz Photograph - https://unsplash.com/@marcosjluiz?utm_source=haikudgc&Lmedium=referraI&utm_campaign:api-credit



Q%." CYBERSECURITY
@ LUXEMBOURG

Thank you!



