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Privacy & Security
Data Flows & Economy
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Transpertation
Public Sector

Digital Enterprise
& Emerging Technologies

Digital Skills & Jobs

transformation o

Internal Market
& Trade
(Regulatory Compliance)

Digital Sustainability

. Competence areas . 6 areas of vertical industry
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How to spend it: A digital investment plan for Europe

Digital education,
skills and inclusio!

Digital tfransformation,
innovation and
the Green Deal

Connectivity and

infrastructure

scale-ups

HOWTO
SPEND IT:

A digital investmen
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The big picture

Technological sovereignty

Elections

o _ Software updates
Certification

Norms of behaviour
Critical infrastructure

|P theft Public core of the Internet

Security vs safety Cyber hygiene
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Accelerating EU action

EU Cybersecurity Strategy and second ENISA
mandate 2013

NIS Directive 2016

Cybersecurity Act 2019

NIS review 2020
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q The Stakeholder Cybersecurity Certification Group advises ‘.
Commission on strategic priorities and Union Rolling !
1

Work Programme on Certification >

STEP 01 STEP 03 STEP 05
The European Union ENISA prepares The European
Rolling Work Programme candidate scheme Commission adopts
on Cybersecurity

I Candidate Scheme

Certification

Cybersecurity

STEP 02

The European
Commission requests
ENISA to prepare
Candidate Scheme

certification &
guide

ENISA consults Industry,
Standardisation Bodies,

other stakeholders

- - - -
-

: The European Cybersecurity Certification Group
: @ (EU Member States) advises ENISA and may propose
1 the preparation of a candidate scheme to ENISA

Source: European Commission
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Advisory groups

Cybersecurity Act . ECCQ -
« Entry into force June 2019 000 . gségtzlsls_hed
established

i

State of play

i

Candidate schemes

« SOG-IS MRA
 Cloud

Union Rolling Work Programme for European
Cybersecurity certification

e Publication 2020
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Policy dependencies
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General Data

Network and Information ] )
Protection Regulation

Security Directive
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Le? Cybersecurity Act (\L@)

Medical Device

Regulation
Proposal for a Regulation
((( ))) on Privacy and Electronic
& Communications
Radio Equipment @@“ %

Directive st
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eIDAS Regulation Payment Services Directive 2 DIGITALEUROPE
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Main areas of
evaluation

Scope (sectors
Role of Digital and services + Security
Service Providers lessons learned requirements
from COVID-19)

Identification of
operators of
essential services

- National
n(IJr'[]i(l‘:ilgaetri]ctn HOMIRE Cooperation at
authorities and European level

PEEEES CSIRTs
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